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RetaileRs FoCus on exteRnal 
business thReats as stRategy 
ConCeRns ease

The 2012 BDO RiskFactor Report for Retail Businesses examines the risk factors 
in the most recent 10-K filings of the largest 100 publicly traded U.S. retailers; the 
factors are analyzed and ranked by order of frequency cited.

Read more

Retailers appear more confident in their business strategies and consumer 
spending outlook, due to generally positive sales results in early 2012. As 
retailers grow more adept at responding to evolving shopping practices and 

multiple selling platforms, they are turning their attention towards new challenges 
and opportunities.  

This year, retailers are increasingly concerned about risks that lie outside of their 
control and could threaten positive momentum. The unpredictable challenges of 
running a retail business loom large, including technology implementation and 
security, supply chain disruptions and geopolitical events. This changing focus is 
one of the primary findings of the sixth annual BDO RiskFactor Report for Retail 
Businesses.  
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 Fuel PRiCes oveRtake 
unemPloyment as toP 
eConomiC Risk
As summer approaches, retailers are feeling 
the heat from volatile fuel prices. for the 
fourth consecutive year, general economic 
concerns remain the top retail risk factor, 
cited by 99 percent of companies. However, of 
the retailers who note the economy as a risk, 
71 percent indicate fuel prices as a primary 
reason, up from just 58 percent last year. 
The increase marks the first year that energy 
costs have overtaken unemployment as the 
top economy-related risk factor since 2009. 
With tepid progress in job reports, 68 percent 
of retailers note lingering concerns over 
unemployment, but the risk is down from its 
peak in 2010 (70 percent). rising costs at the 
pump have not yet had a significant impact 
on consumer spending, but expectations 
of record-high gas prices this summer are 
keeping retailers on high alert.

“Despite a dip in April, consumer spending has been improving, so retail executives feel that their strategy 
adjustments are on point,” said Doug hart, partner in the retail and consumer products practice. 
“This year, there is an increasing concern over unknown external factors that could derail the execution 
of their strategies. While retailers are also concerned about gas prices this summer, they are otherwise 
encouraged by consumer spending.”

technology & Data Security risks escalate

Implementation & Maintenance of IT Systems
Data Security Breach
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 teChnology ConCeRns 
CentRal as omni-Channel 
beComes the new Retail 
Reality
The growth of e-commerce and the 
dominance of smartphones have created a 
retail market that is more competitive than 
ever. retailers understand that they must 
overhaul their technology strategy or risk 
becoming obsolete. Yet as the industry places 
more focus on adding new technologies and 
adjusting existing iT infrastructure, retailers 
are increasingly aware of the accompanying 
operational and reputational risks. This year, 
83 percent of retailers noted concern over the 
maintenance of iT systems and operations, 
a notable rise from the 12th most-cited risk 
factor to the sixth. 

Security risks are also on the rise, made 
salient in the aftermath of several high-
profile consumer data breaches. in March 
2012, a breach at payments processor Global 
Payments inc. was said to have affected as 
many as 1.5 million credit card accounts. 
As retailers recognize the importance of 
data protection, security risks jumped 31 
percent from the 19th most-cited risk factor 
to the 12th. Moreover, retailers are carefully 
monitoring pending anti-terrorism bills 
that will likely reach the Senate floor this 
year. online privacy measures included in 
the legislation could translate to costly and 
cumbersome changes in retail technology 
efforts.



3BDo 2012 riSKFactor report for reTAil BUSineSSeS

Read more 

 u.s. exPansion Risks 
deCline as RetaileRs 
Rightsize and go global
As retailers focus on e-commerce strategy and 
trim down on excess square footage, the risks 
associated with U.S. growth and expansion 
are at the lowest levels since the start of the 
study in 2006. This year, just 46 percent of 
retailers cite concerns over U.S. expansion, a 
decline from 67 percent in 2011. instead, retail 
expansion strategies are increasingly focused 
on global opportunities. The majority (68 
percent) of retailers note risks associated with 
international operations as a concern.

 global suPPly 
Chain Risks FuRtheR 
ComPliCated by CuRRenCy 
FeaRs 
While international growth presents 
substantial opportunities, it also invites a 
host of unpredictable and potentially harmful 
operational risks. As retailers expand their 
global footprint, they are more aware of these 
external vulnerabilities. for the third year in 
a row, U.S. and foreign supplier and vendor 
concerns were the second most commonly 
cited risk factor, listed by 97 percent of 
companies. Although commodity costs have 
stabilized, the rise in China sourcing costs is 
contributing to supply chain fears and pricing 

pressures. Among the retailers who note 
supply chain risks, 81 percent specify pricing 
pressures as a key factor of their concern. 
Currency risk is also a mounting issue as 
europe’s financial crisis continues and the 
obama administration puts more pressure 
on the yuan. The majority (56 percent) of 
retailers cited volatile currency exchange rates 
as a major economic risk, compared to just 27 
percent in 2011. 

further complicating retail supply chain 
management is the risk of uncontrollable 
political events and natural disasters. The 
Japanese tsunami and volatility in the Middle 
east were just a few of the geopolitical 
events that presented operational concerns 
to retailers over the past year. in the wake of 
these threats, business interruption risks are 
more worrisome to retailers, with geopolitical 
events and natural disasters increasing from 
the ninth most-cited risk factor to the fifth.

 FeaRs ease oveR 
heightened Regulations  
As the conversation in Congress shifts away 
from corporate taxes and focuses instead 
on the Buffett rule and individual taxpayer 
concerns, retailers are feeling less threatened. 
While the majority of retailers (85 percent) 
note federal, state or local regulations as a 
risk, that concern is beginning to stabilize 

following an all-time high of 92 percent last 
year. risks associated with U.S. accounting 
standards and regulations also declined, falling 
from the 14th most-cited risk factor to the 
17th. This decline is likely due to general relief 
over ifrS standards, particularly as adoption 
of the framework appears to be on a less 
accelerated track than initially thought.

 bRand PRoteCtion a 
gRowing PRioRity
Although concern over litigation and legal 
proceedings declined this year (73 percent 
versus 84 percent in 2011), brand protection 
remains a high priority for retail businesses. 
This year witnessed a number of counterfeit 
rulings and trademark violations involving 
major brands like Apple inc. and louis Vuitton. 
As retailers expand into international markets, 
brands become more vulnerable. reflecting 
this concern, 40 percent of retailers cited risks 
associated with intellectual property rights 
and trademarks—the highest level since the 
report’s debut. Brands have also become 
increasingly important for differentiation in 
the marketplace, and 39 percent of retailers 
note concern over the loss of exclusive 
relationships and products.

“Although the number of loss-
related events has remained steady 
over the past 10 years, the impact 
of these events on retail businesses 
has grown quite dramatically as 
companies have streamlined their 
global supply chain operations,” said 
clark Schweers, managing director 
at BDo consulting and head of 
the firm’s insurance claim Services 
practice. “Many retailers are unaware 
of the impact that third and fourth 
tier supplier disruptions could have on 
their business. leading companies are 
looking for ways to manage the risk 
associated with sole-sourced supplier 
relationships.”

u.S. expansion risks Decline as retailers grow internationally

U.S. Expansion
International Operations
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aBout the retail anD conSumer proDuct practice at BDo uSa, llp
BDo has been a valued business advisor to retail and consumer product companies for 100 years. The firm works with a wide variety of retail clients, ranging from 
multinational fortune 500 corporations to more entrepreneurial businesses, on myriad accounting, tax and other financial issues.

aBout BDo
BDo is the brand name for BDo USA, llP, a U.S. professional services firm providing assurance, tax, financial advisory and consulting services to a wide range of publicly 
traded and privately held companies. for more than 100 years, BDo has provided quality service through the active involvement of experienced and committed 
professionals. The firm serves clients through more than 40 offices and more than 400 independent alliance firm locations nationwide. As an independent Member firm 
of BDo international limited, BDo serves multinational clients through a global network of 1,118 offices in 135 countries.  

BDo USA, llP, a Delaware limited liability partnership, is the U.S. member of BDo international limited, a UK company limited by guarantee, and forms part of the 
international BDo network of independent member firms. BDo is the brand name for the BDo network and for each of the BDo Member firms. for more information, 
please visit: www.bdo.com.  
Material discussed is meant to provide general information and should not be acted upon without first obtaining professional advice appropriately tailored to your individual circumstances.

To ensure compliance with Treasury Department regulations, we wish to inform you that any tax advice that may be contained in this communication (including any attachments) is not intended 
or written to be used, and cannot be used, for the purpose of (i) avoiding tax-related penalties under the internal revenue Code or applicable state or local tax or (ii) promoting, marketing or 
recommending to another party any tax-related matters addressed herein.

© 2012 BDo USA, llP. All rights reserved. www.bdo.com

top 20 Risks for Retailers 2012 2011 2010

General economic Conditions   #1 99% #1 97% #1 96%

U.S. and foreign Supplier/Vendor Concerns                #2 97% #2 95% #2 86%

Competition & Consolidation in retail Sector   #3 94% #2t 95% #3 85%

federal, State and/or local regulations #4 85% #4 92% #6 72%

Terrorism, natural Disasters & Geo-political 
events

#5 84% #9 83% #7t 70%

implementation & Maintenance of iT Systems #6 83% #12 73% #10 64%

Dependency on Consumer Trends #6t 83% #5 87% #11 63%

Credit Markets/Availability of financing & 
Company indebtedness

#8 82% #6 86% #4 84%

Consumer Confidence and Spending    #9 81% #11 77% #5 83%

labor (health coverage, union concerns, 
staffing)

#10 78% #7 84% #7 70%

legal Proceedings #11 73% #7t 84% #12 62%

Privacy Concerns related to Security Breach #12 72% #19 55% #16 51%

failure to Properly execute Business Strategy #13 68% #10 80% #20 43%

international operations #13t 68% #15 70% #15 55%

loss of Key Management/new Management #15 63% #12t 73% #17 49%

Consumer Credit and/or Debt levels #16 59% #17 65% #9 69%

Changes to Accounting Standards and 
regulations

#17 58% #14 72% #13 58%

Mergers & Acquisitions, Joint Ventures #18 54% #18 62% #18 47%

Seasonality and Cyclicality of results; Holiday 
Sales

#19 49% #22 48% #19 44%

insurance Costs & Uninsured liabilities #20 46% #21 53% #21t 40%

impediments to further U.S. expansion #20t 46% #16 67% #14 57%

*t indicates a tie in the risk factor ranking

The RiskFactor Report for Retail Businesses tells us that retailers are adjusting to the new retail 
reality—a reality that places more emphasis on online channels and international operations. 
Companies are navigating these changes with confidence in their strategies and a solid understanding 
of the consumer. in 2012, retailers are more aware than ever of their increased exposure to the risks 
that threaten operations. Most concerning are the unforeseeable and unpredictable aspects of this 
changing business landscape that could upend the industry’s newfound confidence.

 as ConsumeRs ReCoveR, 
holiday PeRFoRmanCe 
moRe in FoCus
With brand differentiation a key objective, 
many retailers are rebranding or adjusting 
their marketing to appeal to today’s consumer. 
in fact, the ability to respond to changing 
consumer trends remains a top risk factor, 
cited as a concern by 83 percent of retailers. 
Although this concern has eased over the 
last 12 months, moving from the fifth most-
cited risk factor to the sixth, keeping up with 
consumer tastes is playing an important role 
in holiday sales results. retailers are placing a 
great deal of weight on fourth quarter results 
and the ability to attract shoppers during the 
highly competitive holiday season. Concern 
over holiday results and the seasonality of 
the industry increased to the 19th most-cited 
risk, up from the 22nd in 2011. The high-stakes 
holiday season has a considerable impact on 
momentum and strategic plans for the year 
ahead, making it crucial for success.


