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Save The Date

* August 15th: Mastering Lease
Accounting - A Recipe for
Restaurant Success Webinar

* QOctober 24th: Columbus
Restaurant MasterClass All-Day
Seminar

* November 9th: Unveiling Data-
Driven Insights for Success
Webinar

Visit us online to watch past
Restaurant MasterClass webinar
recordings.



https://gbq.com/event/restaurant-lease-accounting-challenges/
https://gbq.com/event/restaurant-performance-industry-score-card-analysis/
https://gbq.com/thinking/?cat=817&post_industry=68

Introducing GBQ Technology Services

We maximize technology and data investments while
building trust and keeping the bad guys out by helping
clients answer 3 key questions:

e Strategy - Is IT
aligned with and
serving the business?

* Risk - Are enterprise,
compliance, cyber and
other risks managed
within management's

Risk Management
+ Governance Risk
S sliiec D * Data - Does the
L e Resdiness | Gove ) business have the right
& Response . e ence . .
. data in the right form
& Automation to run and grOW?
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NCR Ransomware: Case Study in Third-Party Risk

Lessons:

v' Every firm, no matter the size, is

susceptible to ransomware.
RESTAU Rl-k\NrT

. —— v Restaurants must manage the risk
2z OURPRODUCTS WORK HARD SO YOU DON'T HAVE TO. LAND O LAKES
that company owned systems are

TECHNOLOGY

NGR's Aloha POS hit with cyberattack, causing at risk of being ransomed and
headaches for restaurants should take measures to reduce
that risk.
@ THE LATI
® iy ===, ¥ As restaurants outsource key
NS became e functionality, like point-of-sale

systems, inventory, scheduling, gift
card and other loyalty programs,
delivery services, accounting, IT
managed services, marketing and
SO0 on, a program should be in
place to measure and manage the
risks that exist from those key third

' 00

FINANCING
Cava aims for §.

FINANCING
Red Robin sells

WHERE RESTAURANTS @ 7
AND TECH CONNECT 2L




Focus of Cybersecurity Management Over Time

* Security Minded
Phase was about
“keeping them
out”

Business —p»

Risk Minded
“Manage By
Risk”

* Compliance Minded
Phase was about
“checking the box”
(PCI)

Focus

Compliance
Minded
“Follow The Rules”

* Risk Minded Phase
is about measuring
and managing risk
to build resiliency

Security Minded
“Block & Protect”

«— Technical

-— 1997 2018 —»
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PCI Data Security Standard

=.
Security
Standards Council

« Information security standard y ﬁ A
used to handle credit cards \

from major brands.

C]

Build and maintain a Protect cardholder Maintain a
« Use by Merchants is securenettwork and data vuInerabiIityt
systems managemen

mandated by the card brands program

« Validation of compliance is v
performed annually or m Qi A
quarterly with a method =
suited to the volume of

: Implement strong Regularly monitor Maintain an
transactions. access-control and test networks information security
measures policy

« Focused on a Merchant's
(Restaurant) Cardholder Data
Environment
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What Assets Are Not in Your Cardholder Data Environment?

Not specifically covered by PCI DSS:

* Back Office Operations
* Front of Store

* Back of Store

* Third Party Systems

* Internet Connected Automation
Systems
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What Are Our Threats? - Verizon "DBIR"

DBIR

2023D ta Breach
estigations Report

verizon

Verizon Data Breach
Investigation Report

Established 2008

Data Driven Report of
Incidents and Breaches
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Social Engineering on the Rise

455

1%
2017 20159 2021 2023

Fizure 5. Pretextmz mecid ents over tme

DBIR Report 2023 - Introduction | Verizon Business
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https://www.verizon.com/business/resources/reports/dbir/2023/introduction/

Ransomware 249% of All Breach Events

Percentage

in breachas

1055

~arcentagea

I G oMY S

0%

207 204 20 2t

Fizure § Ransomware action variety over time.

DBIR Report 2023 - Introduction | Verizon Business
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https://www.verizon.com/business/resources/reports/dbir/2023/introduction/

By Industry Sector

Metric

Frequency

Top patterns

Threat actors
(breaches)

Actor motives
(breaches)

Data compromised
(breaches)

Accommodation & Food
Services

406 incidents
193 breaches

88% of breaches:

System Intrusion
Social Engineering
Basic Web Attacks

External (94%),
Internal (7%)
Multiple (2%)
Partner (2%)

Financial (100%),
Espionage (1%)

Payment (37%)
Credentials (35%)
Other (32%)
Personal (23%)

254 incidents
68 breaches

90% of breaches:

System Intrusion
Basic Web Attacks
Social Engineering

External (93%)
Internal (9%)
Multiple (1%)

Financial (100%)

Payment (41%),
Credentials (38%)
Personal (34%)
Other (26%)

699 incidents
381 breaches

92% of breaches:

System Intrusion,
Social Engineering
Basic Web Attacks

External (94%)
Internal (7%)
Multiple (2%)
Partner (1%)

Financial (98%)
Espionage (1%)
Convenience (1%)
Grudge (1%)

Credentials (54%)
Internal (37%)
Other (22%)
System (11%)
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Ransomware

e Ransomware is a type of
Ooops, your files have been encrypted! maI|C|ous COde or softwr:_\re
| that attackers use to gain
Your important files are encrypted. control over your computer
Many of your documents, photos, videos, databases and other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for a way to a n d 'ﬁ I e S .
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files? The attackers lock up your

S62017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have

not 0 enough time. computer and demand a

Tim You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay. ra n SO m I n EXCh a n g e fo r

You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don’t pay in 7 days, you won't be able to recover your files forever. p rOV i d I n g yo u W I t h th e

We will have free events for users who are so poor that they couldn't pay in 6 months.

vour fleswillbe loston | KRNI decryption key to allow you to
202017 00:A47:35 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>. re g a | n a cce S S to yo u r

Please check the current price of Bitcoin and buy some bitcoins. For more information,

click <How to buy bitcoins>. 1

And send the correct amount to the address specified in this window. CO m p U te r a n d ﬂ I e S .

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
B0 e Bonsm Tl Bans

Fal Lo S

What Happened to My Computer?

Payment will be raised on

Time Left

w

Send $300 worth of bitcoin to this address Paylng the ransom does not

always guarantee you access
" cecpamen M Deow | O your computerand files
and could make you a victim
Screenshot of the ransom note left Of further attaCkS.

on an infected system
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Defending Against Ransomware

« Trust but verify your
cybersecurity program
with an annual

How Ransomware Works AP assessment and

Command-and-Contro(\b XY '@' SeCU rlty te Stl N g
(C&C) Server ‘ . .
ﬁ l including ransomware

_ simulation
- -
1

Backup your data (and
Y A—— Ny —m— Ny ———

H‘

test restoration)
Train employees to

The victim acquires The ransomware Data is encrypted Aft?r the ransom is 1 1
ransomware from email, contacts the attacker’s and a ransom note pa';’a the _attét'dfr ralse securi ty
exploit, or worm. C&C server and provides ransom fee sends a private key
downloads a public key. instructions. to decrypt data. a Wa re n eSS

« Have a written, tested
incident response plan

« Ensure you have the
right cyber insurance
coverage

e
¥ . -\-x'l
'y B
4 ’.c:"" »
LS

e



Social Engineering

Social Engineering Red Flags

FROM:
Q « | don't recognize the sender's email address as someone | ordinarily
communicate with. Q
« This email is from someone cutside my organization and it's not
related to my job responsibilities.
« This email was sent from someone inside the organization or from
a customer, vendor, or partner and is very unusual or out of character.
* Is the sender's email address from a suspicious domain?
(like micorsoft-support.com)
« 1 don't know the sender personally and they were not vouched for
by someone | trust.
« I don't have a business relationship nor any past communications
with the sender.
« This is an unexpected or unusual email with an embedded hyperlink
or an attachment from someone | hadn't communicated with recently.

KnawBe4

mxn emror. Conquered

TO:

« Iwas cc'd on an email sent to one or more people, but | don't personally know
the other people it was sent to.

- I received an email that was also sent to an unusual mix of people. For instance,
a seemingly random group of people at my organization whose last names start
with the same letter, or a whole list of unrelated addresses.

DATE:
- Did | receive an email that | normally would get during regular business
hours, but it was sent at an unusual time like 3a.m.?

From: ™ Yourc: E{}M\i@amzaﬂon com

C \
To: Youifiysurarganization com

SUBJECT: | o Monday june 1, 08-50am
« Did | get an email with a subject line that is Jrim- SURJACE . My mamiy 008 3040
irrelevant or does not match the message

HI, I'm on vacation in London and my maney

it waw wastarnunion comés 3y
Thanks 56 much, this really helps out!

Your CEO

content? stolen out of my bag.Could you wire ma $300 via Westar Unlan?
N : . They gave me a spacial link 30 this gaesright into my account and

Is the email message a reply to something | never Y | e S ke Rt

sent or requested?

| ATTACHMENTS:
* The sender included an email attachment that | was
-~ hot expecting or that makes no sense in relation to
the email message. (This sender doasn't ordinarily
send me these types of attachment(s).)
« | see an attachment with a possibly dangerous file
! type. The only file type that is always safe to click

/ on is a.TXT file.

4

and passport wers

CONTENT: C
- |s the sender asking me to click on a link or open an attachment to avoid a

negative or to gain hing of value? “‘
« |s the email out of the ordinary, or does it have bad grammar or spelling
errors?

« Is the sender asking me to dlick a link or open up an attachment that seems
odd or illegical?

« Do | have an uncomfortable gut feeling about the sender's request to open
an attachment or click a link?

« |5 the email asking me to look at a compromising or embarrassing picture

of myself or someone | know?

© 2016 KnowBed, Ine. Allig

eserved. Other product and company names mentiored herein may be trademars andior registered trademarks of thei respect

\

HYPERLINKS:
= | hover my mouse aver a hyperlink that's displayed in the email message, but the
link to address is for a different website. (This is a big red flag.)

« I received an email that only has long hyperlinks with no further information
and the rest of the email is completely blank.

« I received an email with a hyperlink that is a misspelling of a known web site.

For instance, www.bankofarnerica.com - the “m" is really two characters - 'r" & “n".

« Train employees
to raise
security awareness

« Implement strong
internal financial
controls focused on
banking, payments &
employee compensation

« Ensure PCI Cardholder
Environment employees
receive proper
information handling
training




Web Site Risks

e Skimmers (RAM Scrappers) --
Malware injected into a site that
"skims" data from card transactions

* Authorization Schemes - stolen
payment card numbers are
authorized on your storefront as bad
actors work to find working CVV
codes for the cards

e ADA Compliance - Non-compliant
sites attract the attention of
attorneys

* Brand Damage - Defacements &
customer focused attacks

G/BlQ



Defending Your Web Site

Identify which party (Marketing, IT, Third Party
Developer, Third Party Hosting Provider) is
responsible for which components of security

* Ensure these roles are contractually obligated
for third parties and documented in policy for
internal actors

* Include all parties in your written incident
response plan

* Utilize a third-party cyber security expert to
identify security vulnerabilities




Manage Security From a Playbook

\". )

J Identify Protect Detect -

A e
[

-

1.
2.

National Institute for Standard
& Technology’s Framework for
Improving Cybersecurity in
Critical Infrastructure (NIST
Framework):

Identifying cyber risks;
Protecting against cyber
risks;

. Setting up procedures to

detect a cyber-incident;
Responding to a cyber-
incident; and

Recovering from a breach

Intro to Digital Security 101: How to protect vour

restaurant’s data | National Restaurant Association

G/BlG)


https://restaurant.org/education-and-resources/resource-library/intro-to-digital-security-101-how-to-protect-your-restaurant%E2%80%99s-data/

Cyber Liability Insurance

v' Review annually with a broker with 4%
cyber knowledge and experience o

v' Riders on property & casualty are
often not enough

v' Accurately complete underwriting
forms

v Understand how much coverage you WEREWOLVES OF LOND[IN

need
“Send lawyers, guns and money.

v Understand type of coverages. Dad get me out of this.”
- Warren Zevon,
Lawyers, Guns and Money,
Werewolves of London

G/BlQ



Security Scorecard

Companies use cyber-risk ratings
services such as those offered by
BitSight and Security Scorecard to
assess the security risk posed by
vendors / supply chain.

Insurance carriers are using in
underwriting processes.

Many of these risk ratings services
will provide free copies of your
report to you.

Obtain reports on your company to
see what your score is and fix any
weaknesses

SECURITY SUMMARY REPORT
Scorecard for
Ovofinance

Drernied August I1, 3022
o Jor Wanan { Frshana vecurbysonece 1), Secr

C BE

Threat Indicators

HETWORY SECURITY
@ P il

0000
g

PATCHING CADENCE
®49

sty Comparison

VULNERABRITIES

< ;
if‘. SecurityScorecard
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We Want to Hear from You!

Share your feedback from
today's presentation here: ——
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